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What is multi-factor authentication in Office 365?

Multi-factor authentication :

Multi-factor authentication increases the security of user logins for your email services
above and beyond just a password. With Multi-Factor Authentication for Office 365 email,
users are required to acknowledge a phone call, text message, or an app notification on
their smartphone after correctly entering their password.

How to enable multi-factor authentication in your emaiil?

- After logging in, you will be directed to the following screen:

B® Microsoft

StudentidKSA@aou.edu.sa

Approve sign in request

© We've sent a notification to your mobile device.
Please open the Microsoft Authenticator app to
respond.

More information

- Click the "Next" button to proceed to the next page, which is for installing the
"Microsoft Authenticator" app on your smartphone:
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Keep your account secure

Method 1 of 2: App

(/] 2

App App password

Microsoft Authenticator

e Start by getting the app
g On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose “Next".

| want to use a different authenticator app

| want to set up a different method

This page asks you to install the "Microsoft Authenticator" app on your smartphone, so
move to your smartphone and scan the QR code corresponding to your phone as

shown below to install the app.

Scan the QR code with your Android or IOS mobile device.

Google Play

Get the app Get the app



https://go.microsoft.com/fwlink/p/?linkid=2168643&culture=en-us
https://go.microsoft.com/fwlink/p/?linkid=2168850&culture=en-us
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After installing the application on the phone, return to the browser to the same

previous page as shown below:

Keep your account secure

Method 1 of 2: App

(/) 2

App App password

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

I want to use a different authenticator app

| want to set up a different method

From this page, click on the "Next" button to go to the next page:

Keep your account secure

Method 1 of 2: App

/] ’

App App password

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

e |

| want to set up a different method

Click on the “Next” button to go to the next page for adding your account to the
application, where a QR code will appear to scan using the app.

Note: The QR code shown in the image below is for illustration purposes only, as each

user has their own code.
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Method 1 of 2: App

(/] 2

App App password

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

| want to set up a different method

- Open the "Authenticator” app on your phone, then select "Add account” as shown on

the following screen:

=]

Ready to add your
first account?

Any Microsoft account or other
type of account you add will appear
here.

Add account

Already have a backup?
Restore your account.

Begin recovery

A P © C=

Authenticator Passwords Addresses Verified IDs
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- Select "Work or school account”, then choose "Scan QR code™:

WHAT KIND OF ACCOUNT ARE YOU ADDING?

m 5

Personal account
| [

Other (Google, Facebook, etc.) >

Add work or school account
Signin
Scan QR code

Cancel

ana otner autorii INTo Wil De avananie on

- Scan the code that appears in your browser, and then the following screen will
appear in the app, showing your email account:

Authenticator Q +

Arab Open University - AOU
StudentidKSA@aou.edu.sa

] L © C

Authenticator Passwords Addresses Verified IDs
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- Inthe browser, click the "Next" button to proceed to the next page, where a two-digit
code will be displayed (the digits will change each time):

Method 1 of 2: App

] :

App App password

Microsoft Authenticator

Let's try it out

Vv

Approve the notification we're sending to your app by entering the number shown below.

10

| want to set up a different method

- Inthe app, the following screen will appear, enter the code displayed in the browser,
then click "Yes™

= Authenticator Q +

Arah Onen | Inivaraitv - AOL |

Are you trying to sign in?
Arab Open University - AOU
StudentidKSA@aou.edu.sa

Enter the number shown to sign in.

Enter number

No, it's not me

Yes
1 2 3
4 5 6
7 8 9

vy 0 @
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- Inthe browser, the following screen will appear:

Method 1 of 2: App

o 2

App App password

Microsoft Authenticator

Notification approved

Vv

| want to set up a different method

- Click the "Next" button to complete the authentication process and you will then be
redirected to the application password page.

Method 2 of 2: App password

App App password

App password

Start by creating a name for your app password. This will help differentiate it from others.

What name would you like to use? Minimum length is 8
characters.

|Enter app password name

- On this page, enter a name of your choice, no less than eight characters long, to be
the name of the password that will be created later, then click the “Next” button to
move to the next page.
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Method 2 of 2: App password

App App password

App password

App password was successfully created. Copy the password to clipboard and paste into your app. Then
return here and choose ‘Done’

Name:

Mohammad

Password:

gpwegxrfbwdnlwpf

Note: Keep this password in a safe place. It will not be shown again.

o | N

- Click the "Done" button to complete the app password generation process and move
to the next page.

Method 2 of 2: Done

App App password

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:
El App password
Mohammad

f=

‘.Q" Microsoft Authenticator

- From this page, click the "Done" button to complete the authentication process. Now,
authentication has been activated and you have successfully logged into your
university email.

- Next time, when you log in to your account, after entering your password, a two-digit
code will appear on the screen. Open the app on your mobile phone, enter the code,
and select "Yes" to complete the login process.

*kkkkhkkkkkkkhkhkkkhkkhhkhkkhkkhkhhkhkkhkhkhkhhhhkhkkhkhhhkhhkhkhhhhkkhhhhkkkkhhhkkkhx



